Traditional penetration testing relies on the domain expert knowledge and requires considerable human effort all of which incurs a high cost. In this paper, we propose an automated penetration testing approach based on the belief-desire-intention (BDI) agent model, which is central in the research on agentbased processing in that it deals interactively with dynamic, uncertain and complex environments. Penetration testing actions are defined as a series of BDI plans and the BDI reasoning cycle is used to represent the penetration testing process. The model is extensible and new plans can be added, once they have been elicited from the human experts. We report on the results of testing of proof of concept BDI-based penetration testing tool in the simulated environment.
I. INTRODUCTION
Penetration testing [1] is a methodology which simulates real attacks with the aim to assess the security of computer systems and networks. The process of penetration testing is normally done manually, and the test cycle is relatively long. To improve the efficiency, automated penetration testing methods and tools are needed.
Existing approaches [2] - [5] to the automation can only mapping vulnerability scanners results to the corresponding exploitation tools and cannot deal with dynamic, uncertain and complex environment. In order to solve these issues, we propose to use an agent-based BDI architecture for the automation of pentesting. The BDI agents is one of the classical and most representative models of Cognitive architecture which is proposed by Bradman [6] . The BDI model enables agents to have cognitive abilities to deal with dynamic, uncertain and complex environments by allowing for mental states, characteristics/attitudes such as belief, desire and intention.
In this paper, we propose an agent-based BDI model with the aim to improve the efficiency and probability of success for automated penetration testing. Penetration testing actions are defined as a series of BDI plans and the BDI reasoning cycle is used to represent the penetration testing process. To validate this model, we implement a prototype system and have simulated real world penetration testing scenarios using agent-based programming language Jason [7] .
II. AGENT-BASED BDI MODEL FOR PENETRATION TESTING
The BDI model defines the process of an agent choosing actions according to target information in penetration testing. The basic logic components of a BDI agent are belief, desire and intention. In our model we follow the conventions adopted in the Jason Interpreter, which in turn are based on PRS (Procedural Reasoning System).
BDI agent is defined as a tuple <Ag, B, D, I, P>, where Ag is an agent name, B is a belief set, D is a desire set, I is an intention set, P is a plan set. Now we explain all components of this definition.
Belief set B represents the set of information about the target and it will be updated after executing actions. For example: OS type, open port, DNS, service name or version, vulnerability, configuration, network topology and privilege, etc. New beliefs will be generated based on current belief and perceived information.
Desire set D represents all the options or possible candidate plans of penetration testing for the agent that might like to accomplish.
Intention set I represents the agent goals or which plan the agent decides to carry out. In penetration testing, the agent needs to choose one plan to carry out from the possible candidate plans.
Plan set P consists of available plans, each giving the information about how to achieve the goals. A plan comprises three parts: trigger event, context and body. In our model, we pre-define various types of information gathering actions and attack methods. The structure of a plan is shown in below:
Trigger Event: context <body.
The human knowledge database consists of a series of rules to determine how to choose the best action in Desire set. The BDI agent reasoning cycle for penetration testing is described in Figure 1 :
III. IMPLEMENTATION AND EXPERIMENT
Our model is implemented in AgentSpeak Jason which is a multi-agent system programming language based on beliefdesire-intention paradigm (BDI). We pre-define various actions to cover whole the penetration testing stage from information gathering to report. The simulation experiment consists of two 978-1-5386-7493-2/18/$31.00 © 2018 IEEE Fig. 1 . The BDI agent reasoning cycle agents to represent the BDI agent and the target. We use the internal communication actions in Jason to simulate the interaction between the BDI model and the target agent.
A. Target agent
We set up basic information regarding the target including the system type, opened port, service, vulnerability and the SSH password in the initial belief set to simulate a target server. We use random number to make the scenario uncertain.
B. BDI agent
In BDI agent, we set up the value of privilege as none initially and the initial goal is root privilege. We pre-define information gathering plans to probe OS type, opened port, service and vulnerability information from the target agent.
C. Reasoning process between BDI agent and target agent
We can see from the output of the processes of the BDI agent in Figure 2 , the BDI agent probed all information about the target in the belief set but failed to perform the password attack because the rate of the password attack has not reached the specified 0.8 threshold. Hence, the BDI agent cannot perform local the buffer overflow attack as well since we define the prerequisite of it as successful password attack. However, Fig. 2 . BDI agent result in simulation the remote buffer overflow attack was success and the current privilege has changed to root.
IV. CONCLUSION
This paper presents an agent-based Belief-Desire-Intention (BDI) modelling for the automation of penetration testing, which enables interaction between dynamic and uncertain targets. Penetration testing actions are defined as a series of BDI plans and the BDI reasoning cycle is used to represent the penetration testing process. The simulation shows the BDI agent behavior and reasoning process to validate the modelling.
